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"M ACMI Sommaire

Introduction

Présentation de I'entreprise FalconStor - Le partenariat ACMI FALCONSTOR

FalconStor StorSafe - Solution multi environnements / multi Cloud

L'offre FalconStor chez ACMI et ses cas d'usage :
Externalisation des sauvegardes
Protection des sauvegardes par immuabilité
Export ou Génération de cartouches LTOs vers ou depuis le Cloud IBM Power VS

Migration des partitions vers le Cloud

1S0 27001

BUREAU VERITAS |
Certification




IBM - FalconStor - ACMI Together

Partnership Patented and Hundreds of
Delivering a Award-winning Happy
Certified Solution Technology Customers
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Complement or Replace Backup to Tape
StorSafe VTL supports existing tape processes

Magnetic
Tape

IBM i/AIX

Possible issues include:

- On-prem backups and restores are too
slow

“Forklift upgrades” of backup appliances
are cumbersome

Physical tapes and manual procedures
are overwhelming

”'\‘ACMi FALCONSTOR

StorSafe VTL

IBM i/AIX —

Virtual Tapes

Benefits include:

On-prem backups and restores are faster
Continued use of physical tape if desired
Easier offsite storage and access
Replicate to cloud for ransomware
protection

Enables migration to IBM PowerVS




Supports Power Host Recovery on Premise, MSP and Cloud
StorSafe VTL supports IPL and Remote IPL

Virtual Libraries
=
BMi  |=|32CGbFC,
Power Server iSCSI

IBM Spectrum
Protect (TSM)

Veritas
NetBackup
OST Server
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iSCSI
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High-speed backup

Commvault
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Deduplicate data locally then
replicate to minimize bandwidth
consumption

FalconStor StorSafe Replicated data repository

Replication

Deduplicated data \
repository

Tape caching

= Tape consolidation

- Tape encryption Bare Metal Boot through
= Multi-export

IPL and Remote IPL support
Tape shredding



StorSafe VTL Lowers Cost and Increases IT Agility

Patented Deduplication Single Secure IBM Solution Scalable
LAY

95% reduction in data On-prem to Cloud 'P’W;VS <

to backup + \
Multi-0S support SEREDVIL Financial flexibility

e Reduce storage costs Cloud Migration Pay-as-you-grow

+  Meet backup window i Data Protection BV /AIILinux Address unstoppable

Disaster Recovery data growth
Long-term Retention
without with Ransomware Protection

StorSafe StorSafe
VTL VTL

Cost-effective & Non-disruptive Encryption Options Tape Consolidation

Recycle, reuse, Obtain expensive Keep data safe Rethink long-term

storage array features

repurpose, maintain for Fraction of cost storage
At rest: Reduce business
Use any storage array, impact while keeping Reduce IT costs
anywhere in its lifecycle data safe Reduce storage
Keep existing enterprise In flight: Leave no requirements
backup app/physical tape mission-critical data Meet long-term/
Complement HA exposed governance requirements

From 1TB to xPBs

"F“ACMi FALCONSTOR




Five Use Cases for Backup and Restore Optimization
FalconStor StorSafe VTL for Power and PowerVS

StorSafe VTL
replicate to cloud
and COS

w

/\

@ IBM Cloud
Object Storage

StorSafe VTL
replicate to cloud
and make

o
e
g IBM Cloud
Object Storage

3. Migrate Workloads from
On-premises to Cloud

4. Add Cloud-resident
Backup

2. Hybrid Cloud Backup

StorSaMR Site

backup to disk
Backup to tape

\(Eptioﬂnal)
I "

1. On-premises Backup Optimization

StorSafe VTL
replicate to cloud
and make

prirpary
/N =

g IBM Cloud
Object Storage

5. Extend with Cloud-to-
Cloud DR
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Dora Reguirement with an independent provider, Third Copy in the Cloud,
provide 3 way recovery IBMi, AlIX, Linux
Replication A-B-C, C-A, C-B, B-A Workload may run in any location

] Tier Exported to
Cloud Prod or DR site C - o P Recoudf 0 ety

°
o ba

—

3 One Mangement Console for all

On-premise Prod site A On-premise DR site B

Replication
StorSafe
VTL 2
iSCSI
Data

Domain Block
Storage




Use Cases Backup and Restore Optimization with FalconStor StorSafe VTL and COS

IBM Cloud

Object Storage

FALCONSTOR

i)
(2)

Power
Virtual Server

. FALCONSTOR
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Secure Offsite Retention (with storage-layer immutability)
. Retention, Immutability and Expiration at the underlying object storage
level, natively managed via API by FalconStor policies

Long-term retention, archive, and regulatory compliance and escrow
holding of your backups

Ransomware protection, context-based restrictions and firewall
Export virtual tapes from on-premises or cloud to immutable COS
Digital Tape Restore-anywhere

Provides auditing, observability and rules for managing security and
compliance of your data.

Migrate From On-Premises to PowerVS and COS
Migrate workloads and legacy tapes from on-premises

Cloud Resident Backup
Backup and restore from PowerVS-resident workloads to COS

Cloud Resident Disaster Recovery

Replicate workloads to a second data center COS for recovery in the
event of disaster
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Plusieurs cas d’'usage :

v" Réplications dans environnements multi-Cloud pour externalisation

v Protection des sauvegardes par immuabilité

v' Export ou Génération de cartouches LTOs vers ou depuis le Cloud IBM Power VS
v Migration des partitions vers le Cloud (par le biais des LTOs)

Architecture basée sur :

v" VTL FalconStor StorSafe dans le Cloud ACMI

v" VTL FalconStor StorSafe dans le Cloud IBM

v" VTL FalconStor StorSafe chez nos clients On Premise




Wi ACM

On Premise
client

Sauvegarde BRMS
sur bandes virtuelles

FALCONST

FALCONSTOR

Archivage et Immuabilité i

dans le CoS

VTL

Sauvegarde hybride dans le Cloud

" IBM Cloud

FALCONSTOR

E Archivage et Immuabilité

dans le CoS

‘0 IBM Cloud

Object Storage



W ACMI Migration dans le cloud

o o W ACM L_. /) IBM Cloud

Bandotheques
LTO3aLTOS8 IBM DirectLink
| FALCONSTOR

Restauration dans Power VS

1
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W ACMI Génération de cartouche du cloud

e WACMI ) IBMCloud

=

Bandotheques

LTO3a LTO9Q IBM DirectLink
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M ACMI La Valeur Ajoutee complementaire

Problématiques de sauvegardes ou de migration :

v" Sauvegarde des environnements de Production sans impacts

v' Migration avec interruption de production minime

jorecisely| Assure MIMIX
Assure QuickEDD




Wi ACM

On Premise
client

it ACMi

" IBM Cloud

Sauvegarde optimisee IBMi avec
Flash for i

1 @]
IBMiI . .
v Utilisation de Flashcopy des baies
v Pas de copie intégrale du systéme
Volume Volume
Production Flash fori

‘_AA'_ FLASH : Sauvegarde en
for @

v" Réalisation des sauvegardes sans
impacts sur la production

temps masqué

FALCONSTOR
- wanaee - [g5) 1BM Cloud

- IOTELILS w0 I Object Storage

dans le CoS



W ACMI Migration sans impact

chewe WRACMi () IBMCloud

Assure MIMIX
Assure QuickEDD
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ol La sécurité chez ACMI

MHACMI

Afin de fournir a nos clients le plus haut niveau d'inaltérabilité et de confidentialité sur les
données, la cryptographie a été généralisée sur tout le stockage Cloud ACMI (IBM
FlashSystem), ainsi que sur les librairies de sauvegarde virtuelle (VTL).

ACMI a mis en ceuvre pour son Cloud et ses Services Managés, un Systéme de Management de
la Sécurité de I'Information (SMSI), qui a recu dés 2018 la certification ISO 27001 par Bureau
Veritas.

Le SMSI d’ACMI, dans un processus vertueux d'amélioration continue, évalue régulierement les
scénarios de risques selon la méthode EBIOS, propose les mesures correctives adaptées a la
réductiornrdes risques identifiés et en contrdle la mise en place.

L'ensemble de ces mesures est regroupé dans la Déclaration d’Applicabilité d’ACMI ; parmi ces
mesures, il convient de noter la ségrégation des réseaux par VLAN, la généralisation de la
cryptographie sur le stockage, ainsi que les acceés client réalisés via des lignes privées, ce qui
exclutitoute intrusion indésirable.

ACMI mesure en continu le taux de disponibilité de ses infrastructures Cloud et de ses Services
Manageés.

Bureau Veritas Certification “@

ACMI

185 RUE DE BERCY
75012 PARIS
FRANCE

Bureau Veritas Certification Holding SAS - UK Branch certifies that the Management
System of the above organisation has been audited and found to be in accordance with
the requirements of the management system standards detailed below

ISO/IEC 27001:2013

Scope of certification

INFORMATION SECURITY MANAGEMENT SYSTEM APPLIED TO SYSTEM AND
PRODUCTION MANAGEMENT SERVICES PROVIDED BY ACMI USING IT
INFRASTRUCTURES HOSTED IN ACMI DATACENTERS (“CLOUD” OFFERING),
OR PROVIDED REMOTELY FOR CUSTOMERS (“MANAGED SERVICES"
OFFERING)

Statement of Applicabilty Version number and release date:
SOA version 7.3 of 22/09/2021

Original cycle start date: 13 December 2018

Expiry date of previous cycle: 12 December 2021

Certification / Recertification Audit date: 06 October 2021

Certification / Recertification cycle start date: 13 December 2021

Subject to the continued satisfactory operation of the organization's Management System,
this certificate expires on: 12 December 2024

Certificate No. FR070300 Version: 1
Previous Certificate No. IND18.0826/U
Contract No. 10882743

Issue date: 03-Nov-2021

Laurent CROGUENNEC - President
Signed on behalf of BVCH SAS UK Branch

obtaied by consultng the argan
To check s cotiicato vabdiy phoase colt + 33(0) 1 41 97 00 60
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